
the victim in conversa-
tion. Scammers have 
also been known to use 
images of attractive peo-
ple to lure victims, prey-
ing on their desire for 
companionship or ro-
mance to build trust 
and establish a connec-
tion. 
As the conversation pro-

gresses, the scammer 

gradually introduces the 

victim to the fake invest-

ment scheme and prom-

ises significant profits 

within a short period if 

the victim invests a cer-

tain amount. Unfortu-

nately, many victims fall 

for this fraudulent 

scheme due to the 

scammers’ persuasive 
tactics and convincing 

appearance of legitima-

cy. 

A 
 pig-butchering 
scam is a type 
of investment 
fraud that lures 

individuals into investing 
their money in seemingly 
legitimate and profitable 
ventures. Typically, the 
scammers promise high 
investment returns with-
in a short period. Pig-
butchering scammers 
often use fake images 
and impressive-yet-
fraudulent investment 
portfolios to convince 
victims of the legitimacy 
of their schemes. Once 
victims are hooked and 
have invested a signifi-
cant amount of money, 
the scammers suddenly 
disappear, leaving vic-
tims with no way to re-
cover their funds. The 
term "pig butchering" is 
derived from the idea 
that the scammers fatten 
up their victims with the 

promise of lucrative 
r e t u r n s  b e f o r e 
"slaughtering" them for 
their money. 
The scam often begins 
with a seemingly inno-
cent chat initiated by a 
random person. The 
scammer might claim 
to have received the 
victim's number from a 
mutual friend, while 
also appearing unsure 
if they have the correct 
number. However, this 
is just an act to engage 
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T h e  G r o u p  C h a t  S t r a t e g y  

B 
y adding mul-
tiple people to 
chat groups 
that are cen-

tered around investment 
discussions, scammers 
can quickly gauge the 
interest of their targets. 
Those who remain in the 
group are more likely to 
be interested in invest-
ing, making them prime 
candidates for the scam. 
On the other hand, indi-
viduals who leave the 
group are either aware 
of the scam or are unin-
terested in investing. 

Hence, they are less 
likely to be persuaded by 
the scammer’s tactics. 
The scammers consist of 

a group of individuals 

with different roles and 

objectives. Some of the 

chat group members are 

fake profiles created by 

the scammers them-

selves to make the group 

seem more authentic. 

This approach makes 

the process for scam-

mers easier, enabling 

them to focus their effort 

on individuals who are 

more susceptible to their 

fraudulent schemes. It 

also creates an environ-

ment that promotes a 

sense of community and 

social validation, as po-

tential victims would see 

that other people are 

engaging in discussions 

about investment and 

are not calling out the 

scam. 

https://www.finra.org/investors/insights/pig-butchering-scams


Given the alarming trends and the growing sophistication of pig-butchering scams, it is crucial 
for individuals to take proactive steps in safeguarding their investments and personal infor-
mation. The following recommendations are designed to help individuals recognize the warning 
signs of these scams and take appropriate action: 

1. Be cautious of unsolicited messages and group chats. As previously discussed, scam-

mers often initiate contact through seemingly innocent chat messages or by adding individuals 
to investment-themed group chats. Be wary of engaging with strangers and carefully consider 
the source of any unsolicited messages or group chat invitations. 

2. Verify the legitimacy of brokerages. Before investing your money, make sure that you 

conduct a thorough investigation of the brokerage you’re considering. Check for recently creat-
ed domains via registration data or news articles. If something seems suspicious, trust your 
instincts and avoid engaging with the platform. 

3. Monitor identity theft resources for leaked personal information. Be vigilant about the 

security of your personal information. Regularly check or sign up for reputable identity theft 
monitoring services to track any leaks or breaches involving your data and take appropriate 
steps to secure your information if needed. 

4. Be skeptical of high investment returns with low risks. If an investment opportunity 

promises high returns with minimal risk, it is likely too good to be true. Always research and 
verify investment opportunities before committing your money. 

5. Educate yourself about emerging tactics. Stay informed about the latest strategies em-

ployed by scammers, such as the use of group chats and fake brokerages. By understanding 
how these scams work, you can better recognize the warning signs and avoid becoming a vic-
tim. 

6. Report suspicious activity. If you encounter a potential pig-butchering scam, report the 

incident to law enforcement. Your report could help prevent others from falling victim to the 
same scam. If you have already transferred funds to fake brokerage websites, it is best to re-
port this as soon as possible to potentially recover them. 
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